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1	Overall description
SA3 thanks GSMA for their LS on 3GPP studies for migration to Post-Quantum Cryptography (PQC). SA3 would like to provide the following responses to the questions raised for SA3:
Question 1: Timeline of the study, specifications and migration for both symmetric algorithms and asymmetric algorithms, cryptographic primitives, and relevant protocols
Answer: Recent developments confirm that symmetric algorithms with at least 128-bit keys (such as AES) can continue to be used [4]. Algorithms with quadratic (𝑛2) speedup like Grover’s algorithm (which is proven to be optimal) will not provide any practical quantum advantage for breaking symmetric cryptography or any other problems [5-6]. The symmetric algorithms (AES-128, SNOW 5G, ZUC, MILENAGE, TUAK, SHA-256, etc.) used in 4G and 5G are quantum-resistant and will continue to be used for decades. Therefore, the Rel-19 SA3 study on enabling a cryptographic algorithm transition to 256-bits should not be seen to be motivated by the threats from Cryptographically Relevant Quantum Computers CRQCs, but by other benefits of 256-bit algorithms such as efficiency.
Only public-key cryptography is affected by CRQCs. For public key cryptography, 3GPP specifications mostly use IETF standards such as TLS, IKEv2, X.509, MIKEY, JOSE, and COSE. Encryption of SUPI into SUCI [2] uses ECIES, which is standardized by SECG [3] with P-256 and Curve25519. 3GPP maintains profiles for the protocols, such as TLS and IKEv2, to ensure the secure usage of these protocols.
3GPP SA3 closely monitors the developments of security protocols in other SDOs, which are used in 3GPP specifications, and regularly updates the 3GPP cryptographic profiles of the security protocols. 3GPP SA3 is aware of the ongoing work of NIST algorithms [1] and of their inclusion in the IETF security protocols. 3GPP SA3 plans to start the work to introduce PQC in 3GPP specifications as soon as NIST algorithms [1] and their inclusion into IETF security protocols have been standardized. 
3GPP SA3 is not expecting to introduce PQC in 5G Rel-19 as algorithms and protocol standards are not finalized by NIST and IETF. 3GPP SA3 might introduce quantum-resistant signatures and KEMs in Rel-20 if algorithms and protocol standards are finalized. NIST is planning to publish final versions of ML-KEM, ML-DSA, and SLH-DSA in the summer of 2024.
Question 2: Are the legacy systems i.e., 4G, 3G etc., considered for PQC migration? If so, then what is the timeline for the migration of legacy systems.
[Answer]: The symmetric algorithms (AES-128, SNOW 5G, ZUC, MILENAGE, TUAK, SHA-256, etc.) used in 4G and 5G are quantum-resistant and will continue to be used for decades. Once the 3GPP cryptographic profiles for the public key-based protocols used by 3GPP are enhanced with options of quantum safe cryptographic algorithms, 4G and 3G networks that use the public key-based protocols can take the enhanced cryptographic profiles into use by implementing the latest release of the relevant specifications.
SA3 kindly asks GSMA to take above information into account.
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2	Actions
To GSMA 
ACTION: 	SA3 kindly asks GSMA to take above information into account.

3	Dates of next TSG SA WG 3 meetings
SA3#117	19 - 23 August 2024		Maastricht (Netherlands)
SA3#118	14 - 18 October 2024		TBD (India)
